Debuggers 1001:
Visual Studio

OpenSecurity Training2 Learning Paths:
Vulnerabilities & Exploitation

Debuggers 1101:

Architecture 1001:

Debuggers 1011:

Introductory IDA

b

Reverse Engineering 2101:
Intermediate IDA

Debuggers 2011:

Introductory WinDbg

L2 ]

Debuggers 1102:
Introductory Ghidra

x86-64 Assembly

28.5

Architecture 1002:
ARM Assembly

TBD

Architecture 1003:
MIPS Assembly

TBD

Architecture 1005:

RISC-V Assembly
| 28 |

Debuggers 1012:

Debuggers 1103:
Introductory Binary Ninja

Intermediate WinDbg

Reverse Engineering 2102:
Intermediate Ghidra

Reverse Engineering 2103:
Intermediate Binary Ninja

Debuggers 2012:

Introductory GDB

Intermediate GDB

TBD

Introductory Static Analysis
of C-based programs

C-Family Implementation

Legend
Future / Instructors Wanted In Development / Reserved Publicly available
 Class has a soft prerequisite of this
knowlege before beginning.  : _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ __ >
C=Clanguage, Dashed arrow = recommended prerequisite
C++ = C++ language, _ —>>
Py = Python language, Solid arrow = hard prerequisite
x86 = x86 assembly language,
ARM = ARM assembly language, Average completion
RISC-V = RISC-V assembly language, time (in hours)
gdb = GNU debugger,
WinDbg = WinDbg debugger,
IDA = Interactive DisAssembler (& debugger)
Simics = Simics emulator & debugger
TPM = Trusted Platform Module,
UEFI = “Unified Extensible Firmware Interface”
Reverse Engineering 3201:
Symbolic Analysis
e )
Reverse Engineering 3011:
) Reversing C++ Binaries
Le )
Reverse Engineering 2001: Vulnerabilities 1001: -

R

Exploitation 2014:
iOS Kernelspace

Exploitation 2013:
Android Kernelspace

Exploitation 2012:
Linux Kernelspace

R

Exploitation 2001:
(OS-independent)
Kernelspace

Exploitation 2011:
Windows Kernelspace

Exploitation 1014:
iOS Userspace

Exploitation 1013:
Android Userspace

Exploitation 1001:
(OS-independent) Userspace

Exploitation 1012:
Linux Userspace

Exploitation 1011:
Windows Userspace

Vulnerabilities

5

TBD x‘
Debuggers 3011:
Advanced WinDbg
[ 6 r\\o
Debuggers 3301:
HyperDbg
WinDbg l 16 |
Architecture 2001: Archlt.ecture 300.1 :
«86-64 OS Internals P Intel Virtual Machine
__________________ Extensions (VMX)
|
...... 27 | ()86 TBD
| SR
|
- P Architecture 4001:
DR Ik —p x86-64 Intel Firmware - —

Introductory Simics

L2 ]

Attack & Defense

Architecture 4021:
Introductory UEFI

| x86 (14 )

Debuggers 1016:
Introductory QEMU

<

TBD

(10

Bluetooth 1501:
Bluetooth Low Energy, a
Bottom-up Approach

Vulnerabilities 1002:

Exploitation 2024:
iOS Kernelspace

Exploitation 2023:
Android Kernelspace

Exploitation 2002:
(OS-independent)
Kernelspace

Exploitation 2022:
Linux Kernelspace

Architecture 2821:
Windows Kernel Internals 2

Exploitation 2021:
Windows Kernelspace

Exploitation 1024:
iOS Userspace

Exploitation 1023:
Android Userspace

Exploitation 1002:
(OS-independent) Userspace

Exploitation 1022:
Linux Userspace

Exploitation 1021:
Windows Userspace

C-Family Implementation

Vulnerabilities
(24 )

TBD

Bluetooth 2701:
Bluetooth Packet Crafting in

T

Penetration Testing 3101:
Industrial Control Systems
(ICS) Security Assessment

TBD

Penetration Testing 3201:
Introduction to Car Hacking &
Automotive Security

TBD

Architecture 4221:
UEFI SecureBoot

TBD

Python
TBD
-
y
R Engi ing 5001:
everse nglgl;alerlng

Penetration Testing 3321:
Bluetooth Low Energy
Vulnerability Hunting in
Zephyr RTOS

Py TBD

Exploitation 6001:
UEFI Exploits

Fuzzing 1001:

Introductory white-box

fuzzing with AFL++

Exploitation 4011:
Windows Kernel Exploit:
Race Condition+UAF in KTM

(CTxeeTWinbbg] [ 29



https://ost2.fyi/Arch1005
https://ost2.fyi/Dbg1012
https://ost2.fyi/Dbg1101
https://ost2.fyi/Dbg1102
https://ost2.fyi/Dbg1001
https://ost2.fyi/Arch1001
https://ost2.fyi/Dbg1103
https://ost2.fyi/Arch1001
https://ost2.fyi/Arch1001
https://ost2.fyi/Dbg1011
https://ost2.fyi/Dbg1012
https://ost2.fyi/Dbg2011
https://ost2.fyi/Arch2001
https://ost2.fyi/Dbg3011
https://ost2.fyi/Arch4001
https://ost2.fyi/Arch1001
https://ost2.fyi/Dbg1015
https://ost2.fyi/Dbg3301
https://ost2.fyi/Arch2821
https://ost2.fyi/RE3011
https://ost2.fyi/RE3201
https://ost2.fyi/Dbg1011
https://ost2.fyi/Arch4021
https://ost2.fyi/Arch1001
https://ost2.fyi/Fuzz1001
https://ost2.fyi/SecDev1001
https://ost2.fyi/SecDev1002
https://ost2.fyi/Exp4011
https://www.learnpython.org/
https://www.learnpython.org/
https://www.learnpython.org/
https://ost2.fyi/Vulns1001
https://ost2.fyi/Vulns1001

